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Abstract of the contribution: The paper addresses the issues raised in LSs from RAN2 (S2-180007 and S2-180015, both postponed from SA2 #124) and from SA3 (S2-180049) and proposes a solution for UP security policy determination and delivery to the NG-RAN. 
1. Introduction
SA2 has received a number of LSs from RAN2 (S2-180007 and S2-180015, both postponed from SA2 #124) and from SA3 (S2-180049) that address aspects related to user plane security, and in particular address the integrity protection for the user plane.
The 5GS currently support UP integrity protection that can be configured on a per DRB basis, with the RAN2 agreement that the MAC-I field is not present for a DRB for which integrity protection is not configured. This implies, as indicated to SA2 by RAN2, that in order to perform data integrity protection there is additional OTA overhead and impacts UE and system throughput performance, and increased need for computation in both UE and network.
For these reasons and the scenarios identified by SA3 for the use of UP integrity protection (e.g. IoT use cases with low data throughput), RAN2 has agreed to limit the use-cases of the user plan integrity protection only for DRB with low data rate (e.g. IoT application but not for eMBB), and has agreed to the following:

-
UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs; 

-
data rate for DRBs with integrity protection is throttled down to 64 kbps

At the same time, SA3 has discussed the use of UP security policy and agreed that UP security policy is communicated from SMF to the gNB for enforcement, and that for Rel-15 the UP security policy includes at least whether UP integrity protection is required or not. SA3 has submitted questions to SA2 and RAN3 as to whether dynamic or static policy scenarios should be considered and how the UP policy should be handled.
2. Discussion

2.1 Impact of data rate limitation for DRBs with UP integrity protection

Based on the agreements in RAN2, if UP integrity protection is activated for a DRB, the DRB bit rate is throttled back to 64 Kbps. This may be acceptable for some applications (e.g. IoT), but it is not acceptable for other types of services.

Therefore, it is essential to ensure that the activation of UP integrity protection is controlled in such a way that erroneous activation does not take place. In particular:

-
UP integrity protection should not be activated indiscriminately for all the DRBs of a UE

-
UP integrity protection should not be activated for a UE in roaming scenarios without a negotiation with the HPLMN or any policies or subscriptions information from the HPLMN controlling the activation. E.g., we need to avoid scenarios where a roaming UE has its DRB(s) throttled down to 64 Kbps based on VPLMN policies/configurations, without the UE or the HPLMN being capable of controlling this.

Conclusion 1: the activation of UP integrity protection, when supported in a VPLMN, must be controlled based either on subscription information, HPLMN policies, or both.
2.2 Architectural aspects of UP integrity protection for DRBs

With UP integrity protection activated on a DRB basis, from a system point of view the following need to be defined:
1)
who activates the UP integrity protection and signals the activation to the RAN? is the UP integrity protection activated based on static or dynamic information?

SA3 has indicated that the SMF will be providing UP security possible to RAN for enforcement, including at least whether UP integrity protection is required or not. However, SA3 has submitted question s to SA2 and RAN3 as to how this would work:

-
SA3 would like to know whether the SMF will be able to dynamically download the user plane security policy.


Observation 1: for PDU session management, the SMF receives subscription information and dynamic policy information, and therefore it is capable of dynamically downloading the UP security policy if it is part of either the subscription information or the PCC policy.
-
SA3 would like to know whether the SMF will be able to statically configure the user plane security policy.

Observation 2: it is expected that an operator can statically configure the UP security policy if so required

-
SA3 would like to ask whether the SMF will be able to dynamically download the UP security policy during the PDU session establishment.

Observation 3: the SMF already provides to the NG-RAN information when a PDU session is established, and modify such information during the lifetime of a PDU session. Therefore, it is expected that the SMF will be capable of dynamically download the UP security policy to the NG-RAN.

-
If SA2 and RAN3 believes it is possible for the SMF to dynamically download the UP security policy, SA3 would like to know whether implementation of this option is feasible in Phase 1 or not.
Observation 4: signaling mechanisms are already defined for an SMF to provide the NG-RAN with information related to NG-RAN resources related to the PDU sessions controlled by the SMF. Therefore, there are no technical constraints to the ability to deliver the UP security policy to the NG-RAN.

Observation 5: in some scenarios, the SMF controlling the PDU session establishment and/or the policy are from the HPLMN, whereas the RAN may be in the VPLMN, and the HPLMN may not be aware whether (e.g. due to resource availability) UP integrity protection can be turned on in the NG-RAN. Therefore, the SMF can send a request to the NG-RAN, but the final decision is made by the NG-RAN. 

Conclusion 2: the SMF functionality, based on subscription information and PCC policies, can provide the UP security policy to the NG-RAN with the UP integrity protection policy, re-using existing information exchange (N2 SM information) between the SMF and the NG-RAN (via the AMF). 

2)
what control model is used between the SMF and the NG-RAN? 

The SMF may either:

-
request the NG-RAN to activate UP integrity protection, or

-
require the NG-RAN to activate UP integrity protection.

In case of the SMF requiring the activation of UP integrity protection, there are complex implications in case of mobility between areas of the NG-RAN where UP IP protection is not possible (e.g. due to resource availability), and for mobility between NG-RAN and EPC.

Observation 6: to avoid undue complexity, SMF should provide the Ups ecurity policy with the UP integrity protection as a request to the NG-RAN, and it is up to the NG-RAN to decide. 
Conclusion 3: Final decision for UP integrity protection activation when requested by the SMF is made by the NG-RAN based on the SMF request.
3)
at what granularity is the UP integrity protection activated from a system point of view? Per UE, per PDU session, per QoS flow, etc.?


The discussion triggered by SA3 has focused on the interaction between the SMF and the NG-RAN to deliver the UP security policy. This seems to implicitly imply that the UP security policy, and in particular the UP integrity protection activation, applies to the level of a PDU session. However, SA2 needs to take a step back and evaluate, from a system point of view, whether this is the acceptable level of granularity. At least the following options are possible: 
-
per-UE: the same UP security policy applies to all the PDU sessions of a UE, including the activation of UP integrity protection. Clearly, this goes against the overall flexibility designed in 5GS, since if UP integrity protection is needed for a specific service for the UE, then it needs to be activated for all the other services also and all the UE traffic is throttled down to 64 Kbps.

-
per PDU sessions (all the DRBs of a PDU session): in most scenarios it is acceptable to apply a common UP security policy to all the DRBs of a PDU session, including the activation of UP integrity protection, since typically all the data flows of a PDU session correspond to the same type of service (e.g. IoT, and the PDU session does not transport both IoT and eMBB type of services).

-
per QoS flow: activation of UP integrity protection per QoS flow provides the most precise granularity but introduces considerable complexity, depending on the specific QoS flows in a PDU session. In fact, if a number of QoS flows can be mapped by the NG-RAN over the same DRB, but for some of the QoS flows require UP integrity protection whereas other flows should not have UP integrity protection, then the activation of UP integrity protection and the mapping of QoS flows over DRBs needs to consider such aspects. 
Conclusion 4: the 5GS should enable the use of UP security policy per-PDU session controlled based on UE subscription.
3. Proposal
It is proposed to:
- send an LS response to SA3 (for S2-180049/S3-173520) to answer the questions including the observations above and inform RAN2 and RAN3.
- capture in 5GS SA2 specifications the conclusions above
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